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TRADEMARKS AND DISCLAIMERS

IEEE believes the information in this publication is accurate as of its publication date; such information is subject to change
without notice. IEEE is not responsible for any inadvertent errors.

The ideas and proposals in this report are the respective author’s views and do not represent the views of the affiliated
organization.

The Institute of Electrical and Electronics Engineers, Inc., 3 Park Avenue, New York, NY 10016-5997, USA
Copyright © 2020 by The Institute of Electrical and Electronics Engineers, Inc. All rights reserved.

IEEE is a registered trademark in the U. S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics Engineers,
Incorporated. All other trademarks are the property of the respective trademark owners.

IEEE prohibits discrimination, harassment, and bullying. For more information, visit https.//www.ieee.org/web/aboutus/whatis/policies/p9-
26.html.

No part of this publication may be reproduced in any form, in an electronic retrieval system, or otherwise, without the prior written
permission of the publisher.

Find IEEE standards and standards-related product listings at: https://standards.ieee.org.
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NOTICE AND DISCLAIMER OF LIABILITY CONCERNING THE USE OF IEEE SA INDUSTRY
CONNECTIONS DOCUMENTS

This IEEE Standards Association (“IEEE SA”) Industry Connections publication (“Work”) is not a consensus standard
document. Specifically, this document is NOT AN IEEE STANDARD. Information contained in this Work has been created
by, or obtained from, sources believed to be reliable, and reviewed by members of the IEEE SA Industry Connections
activity that produced this Work. IEEE and the IEEE SA Industry Connections activity members expressly disclaim all
warranties (express, implied, and statutory) related to this Work, including, but not limited to, the warranties of:
merchantability; fitness for a particular purpose; non-infringement; quality, accuracy, effectiveness, currency, or
completeness of the Work or content within the Work. In addition, IEEE and the IEEE SA Industry Connections activity
members disclaim any and all conditions relating to: results; and workmanlike effort. This IEEE SA Industry Connections
document is supplied “AS IS” and “WITH ALL FAULTS.”

Although the IEEE SA Industry Connections activity members who have created this Work believe that the information and
guidance given in this Work serve as an enhancement to users, all persons must rely upon their own skill and judgment
when making use of it. IN NO EVENT SHALL IEEE OR IEEE SA INDUSTRY CONNECTIONS ACTIVITY MEMBERS BE LIABLE FOR
ANY ERRORS OR OMISSIONS OR DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
WORK, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS
FORESEEABLE.

Further, information contained in this Work may be protected by intellectual property rights held by third parties or
organizations, and the use of this information may require the user to negotiate with any such rights holders in order to
legally acquire the rights to do so, and such rights holders may refuse to grant such rights. Attention is also called to the
possibility that implementation of any or all of this Work may require use of subject matter covered by patent rights. By
publication of this Work, no position is taken by the IEEE with respect to the existence or validity of any patent rights in
connection therewith. The IEEE is not responsible for identifying patent rights for which a license may be required, or for
conducting inquiries into the legal validity or scope of patents claims. Users are expressly advised that determination of
the validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. No
commitment to grant licenses under patent rights on a reasonable or non-discriminatory basis has been sought or
received from any rights holder. The policies and procedures under which this document was created can be viewed at
https://standards.ieee.org/about/sasb/iccom/.

This Work is published with the understanding that IEEE and the ICCom members are supplying information through this
Work, not attempting to render engineering or other professional services. If such services are required, the assistance of
an appropriate professional should be sought. IEEE is not responsible for the statements and opinions advanced in this
Work.
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DIGITAL INCLUSION, IDENTITY, TRUST AND AGENCY (DIITA)
INDUSTRY CONNECTIONS PROGRAM: DIGNITY AND AGENCY IN
IDENTITY WORKSTREAM

1
Workstream Charter: Protect, develop, and promote dignity through digital agency.

Project:

e Phase 1: Study use of Al on vulnerable individuals: How Al can be used to enhance capabilities of
individuals with decision impairment.

e Phase 2: Develop principles that can drive an ethical framework for the use of the Al technology
in this use case.

¢ Phase 3: Identify mechanisms to protect, develop, and promote dignity when using Al
technology in this use case.

As part of the DIITA program, Dignity and Agency work stream phase 1, experts from the Society for
Social Implications of Technology (SSIT) attended a roundtable to develop an ethical framework to use
Al technology and share data in order to support decision making and augment autonomy for people
with a decision impairment.

Together, the experts discussed the first steps of what an ethical approach looks like, and the result of
these discussions is illustrated below:

Governance
The future What is the process of decision
. . making and oversight‘?

of inclusion
is ethical

Participatory design Q—.—Q Purpose Benefit

Are all stakeholders able d,é 0B Why are we doing this? s the benefit

to participate? Make sure it's about clearly articulated?

the person.

Dynamic & Informed Consent
Have we evaluated and
communicated the risks?
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Identifying purpose and benefits to the individuals is key to the development of an ethical
framework

The questions that first arose were:

Should the purpose and benefits be identified at the outset of the project? Or

Can the purpose and benefits of the project be derived from the data insights provided by the Al
solution?

Experts identified the following key problems, which if solved, would significantly benefit individuals
with decision impairment:

1. Itis difficult to identify and recognize if an individual is in pain;

2. Choice is not often provided to the individual, especially in relation to the living
arrangement; and

3. The level of care is fluctuating, there is a need in particular to reduce the turnover of
carers and to enhance their capabilities.

The position adopted was that it is imperative that both purpose and benefits be defined at the
outset. The rationale being that introducing Al in a community where perceptions are different and
consent cannot necessarily be expressed constitutes a significant risk, and that risk must be
addressed by articulating a clear purpose and benefits to the individuals.

On the other hand, some experts argued that as Al technology provides insight to the data by
correlation, Al can reveal key problems and offer solutions and benefits that were not previously
visible, and once these are revealed, the purpose of the project could then be specified.

The following concepts were also discussed:

Is it legal —above the legal benchmark?

The experts noted that the data collected in this project is health data, which is sensitive data, and
that individuals with decision impairment are more vulnerable. Accordingly, the experts considered
whether in this case a higher legal standard, such as the one set by the GDPR in Europe, should be
adopted.

They considered the concept of “dynamic consent,” and whether it is possible to ensure the
engagement of the individual by renewing consent throughout the project (either directly or via the
appointed tutor).

What is fair?
The predominant question was: “How to determine what is reasonable?”
To answer this question, the experts adopted a risk/benefit approach and considered:
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1. How to determine the benefit to different stakeholders (individuals with a decision
impairment, visitors, staff, families)?
2. And are these benefits are compatible?

Experts acknowledged the need for:
1. Feedback throughout the project from the different stakeholders;
2. Aclear statement defining what the data should not be used for; and
3. Arisk assessment process to identify potential unintended consequences.

Some experts argued that not using Al technology to inform how to improve the wellbeing of the
individuals was a considerable opportunity risk.

What could go wrong: vulnerability and surveillance

Using Al to better understand and enhance the capabilities of individuals with decision impairment
requires data to be acquired on these individuals, and effectively an increased monitoring of their
daily activities and interactions with other individuals (carers, families, etc.).

Increased monitoring is always contentious in society, and more so when vulnerable individuals are
involved. The question becomes why the need for monitoring- to obtain insights to enhance the
capabilities of these vulnerable individuals.

Experts considered the following key questions:
e Isthe promise rather than the guarantee of improvements/benefits sufficient? And why?
e How do you determine and measure improvements/benefits?
e How do you prevent any potential abuse from occurring/misuse of the data and Al
insights?
e How do you re-contextualize the Al insights?

Aligning the human and technology perspective: A participatory design

Experts considered how the wellbeing of the individuals can be maintained, supported, and
enhanced during and after the project. And the first step to achieve this goal is through a
participatory design of the project with all relevant stakeholders.
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